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As a network of interacting elements, cyber-physical systems (CPS) provide
tremendous opportunities to advance system adaptability, flexibility and autonomy.
However, they also present extremely complex and unique safety, security and
reliability risks. The Department of Defense is seeking methods to deliver and
support trusted systems and manage risks associated with mission-critical
functionality. Technical thought leaders have discussed the need to address 10:1
more complex systems with 10:1 reduction in effort, using people from a 10:1 larger
community than the “systems expert” group.

This presentation briefly summarizes the approach of Pattern-Based Systems
Engineering (PBSE), which leverages the power of Model-Based Systems
Engineering (MBSE) to rapidly deliver these benefits to the larger systems
community. This order-of-magnitude improvement is especially necessary to address
the rapidly increasing complexity of today’s and future cyber-physical systems.

While applying PBSE expresses many patterns, this paper introduces the Embedded
Intelligence (EI) Pattern, particularly relevant to cyber-physical systems such as
autonomous ground vehicles.
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Introduction

- NSF on Cyber-Physical Systems (CPS):

@ “Engineered systems that are built from, and depend upon, the seamless

N rf integration of computational algorithms and physical components™

Intertwine computational elements with physical entities, within aerospace,
automotive, energy, healthcare, manufacturing, other sectors.
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New opportunities from Cyber-Physical Systems:

Enhanced system value: Functionality, performance,
productivity

Higher sophistication of behavior, adaptation

Emergent combinations at S-0-S level, not all expected
Improved life cycle management

Opportunities for integrators, higher level networks
Technology renewal in previously mature sectors
Higher rates of change, increased upgrade opportunity
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New challenges, risks from Cyber-Physical Systems:
Emergent system risks, unpredicted consequences
P Opens unsecured new lines of attack to opponents
q Increased complexity, reduced confidence
New and more complex failure modes, multi-level
consequences
Development in general, and verification in particular
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INCOSE on Model-Based Systems Engineering (MBSE):

“the formalized application of modeling to support system requirements,
design, analysis, verification and validation activities, beginning in the
conceptual phase and continuing throughout the later life cycle phases ...
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MBSE is a natural partner for CPS engineering & life cycle management:
Explicit descriptions become more important as complexity and risks grow.

MBSE emerges in part out of information systems, which are a key subset of CPS--
the scope of the model is enlarged and systems-level.

The subset of a CPS which is IT-based can potentially have its software generated
directly from models, enhancing consistency.
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The term “pattern” appears repeatedly in the history of design,
such as civil architecture®, software design’, and systems
engineering®:

acn P moe M
W0 Y
T T Design Patterns |8
Towns Buildings - Construction Elements of Reusable g
Object-Criented Software
Frich Gammal

Applicability of
Patterns to Architecting
Complex Systems

g Implicit Knowledge Explic

et

Those “patterns” represent regularities that repeat, modulo
some variable aspects, across different instances in space and
time.

However, when we refer to “PBSE” In this presentation, we will
mean the use of S*Patterns . . ..

Wichigan Chapler —
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S*Patterns are Model-Based:

We are referring to patterns represented by formal system
models.

Many of the historical “design patterns” were not based on
formal system models.

S*Patterns are not dependent on any single system
modeling language, and are readily expressed in SysML,
IDEF, or other formal modeling languages.




MR Pattern-Based Systems  SVSTEMS ENGINEERING

Engineering (PBSE) Al ": __'_]HEH'IN

S*Patterns are Model-Based:

Independent of the specific modeling language, S*Models
always conform to the underlying S*Metamodel.

Stakeholder

..........................................................................

Summary view of S*Metamodel

The S*Metamodel is the smallest model sufficient to the
purposes of engineering and science.®
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The S*Metamodel explicates Physical Interactions:

Interactions: state-impacting exchange of energy, force,
mass, or information: ,

«Logical System»
Local Atmosphere

«Logical System»
Vehicle

\____‘__——

~ / Summary view of S*Metamodel

- O - - - . S S S e e e e e e

Such interactions are the basis of substantially all the laws
(patterns, reqgularities) of the physical sciences.

Systems Engineering should have as strong a foundation as
the other engineering disciplines.
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The scope of S*Patterns are “Whole Systems”:

An S*Pattern is effectively a formal model of a platform system, or a
whole system domain:

Lo @E ol Avehicle pattern in SysML

Philadelphis, PA

Introduction to Pattern-Based Systems Engineering
(PBSE): Leveraging MBSE Techniques

® sa A
Pabimned and uoed by INCOSE with permaszor.

Historical “design patterns” were most frequently about smaller repeating
component or subsystem patterns, used as deemed applicable.
The scope of S*Patterns includes system requirements,

designs, and other S*Model information such as verification,
failure analysis, etc. 9101112131415

Wichigan Chagler
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S*Patterns are formally configurable, using automated algorithms, portable
across numerous third-party COTS engineering tools and databases, to
rapidly generate many specific system requirement/design configurations
(including failure mode analyses) from desired platform features:

Pattern-Based Systems
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We have applied S*PBSE over several decades, across a
range of domains:

Carrier grade telecommunications, engines and power systems,
automotive and off road heavy equipment, mil/aero, medical devices,
pharmaceutical manufacturing, consumer products, and advanced
manufacturing systems.161718

Many different S*Patterns have emerged from this, but:
We will focus here on the Embedded Intelligence (El) Pattern.
Fundamental to Cyber-Physical Systems (CPS) at all levels.

Extends the typical use of the term “embedded” to refer to only lower-
level electronic controls embedded in machines.

Extended in the EI Pattern to refer to intelligence “embedded” at all
levels, from molecular regulation to global and larger systems.

The central pattern being the combination of Cyber and Physical.
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The EI Pattern returns to the perspective of Norbert Wiener,
who first coined the term “cybernetics” to refer to the study of
communication and control in living and human-engineered
systems?0:

Especially appropriate if we are interested in Cyber-Physical
Systems — but now we are interested in more than just

feedback and control performance (studied by Wiener) . ..

Rialinnal Defnss |ndustrial Aseocisso
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(El) Pattern

The EI Pattern is an S*Pattern that emerges to describe
Intelligence in explicit models of evolving systems in the
natural and man-made world:

Also referred to as the Management System Pattern.?!

Concerned with the emergence of four roles, emergent at
multiple hierarchical levels:

sou =
s
MTS @ MDS e
MTS MDS
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MTS MDS

Managed System (MDS): Any system behavior whose
performance, configuration, faults, security, or accounting are
to be managed--referred to as System Management Functional
Areas (SMFASs) or in ISO terminology fault, configuration,
accounting, performance, security (FCAPS).

These are the roles played by the so-called “physical systems”
In a cyber-physical system, providing physical services such as
energy conversion, transport, transformation, or otherwise.
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MDS

Management System (MTS): The roles of performing
management (active or passive) of any of the SMFAs of the
managed system.

These are so-called “cyber” roles in a cyber-physical system,
and may be played by automation technology, human beings,
or hybrids thereof, to accomplish regulatory or other
management purposes.
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System of Users (SOU): The roles played by a system which
consumes the services of an managed system and/or
management system, including human system users or other
service-consuming systems at higher levels.

NDIA - GVSETS
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MTS SOA MDS

System of Access (SOA): The roles providing a means of
Interaction between the other El roles.

Engineered sensors, actuators, the Internet, and human-
machine interfaces have contributed greatly to the emergence
of the “Internet of Things”..
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The State Model portion of the El Pattern provides insight into
the nature of the “regulatory” role of embedded intelligence.

These show numerous “situation resolution cycles” that drive
the managed system to nominal states, when various
situations are encountered:

Major mission cycles, from mission start to completion

Fault resolution cycles, other lesser or minor situation resolution cycles

Configuration change cycles, including adaptatlons

Fulfillment of requests for services é_g’]

Security condition resolution cycles

Other situation resolution cycles

Specific or general situations

14 August 2014 21 EVS E]-ﬁ

Sample EI Situation
Resolution Cycle
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A system that is capable of not only traversing a situation
resolution cycle, but also recognizing that a triggering situation
has arisen in the first place is said to be “Situationally Aware”:

If a human operator control panel has a “mode switch”, the system relies
on the human to be aware of situations, launching the appropriate cycles

More advanced systems recognize these situations autonomously—also
leading to El Attention Model recognition of finite system resources.

p!
Environmental System \\_/k

Subject System
[ 1 O

Actor 1 Actor 4

1 —

“Dlh 14 August 2014 heter 22 EVS EIS
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Because the EIl Pattern describes all intelligent systems, it
has many applications; among these . . .

|dentification of gaps or weaknesses in Cyber-Physical Systems;
know “how a CPS really works” across situations.

El describes systems with human operators, autonomous systems,
and hybrids; it helps us plan migration from manual to autonomous
versions.

Formal identification of mission family “envelopes” in which a system
can perform in a resilient, reconfigurable fashion.

Improve the interoperability of tools, departments, and suppliers,
through shared semantic representations.

Improved acquisition specification/proposal alignment, leveraging
rapidly configurable and auditable model-based EIl Patterns.

Hierarchical intelligence, from vehicle subsystems, through vehicles,
to vehicle fleet management systems.
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As a model-based systems engineering approach, S*PBSE
and the EIl Pattern are well-suited to address CPS challenges.

S*PBSE provides a data model and framework that are both
holistic and compact.

It addresses the core system science needed in designing
CPS by making Interactions, the heart of systems, explicit.

The EI Pattern itself captures the central notion of general
embedded intelligence in all its forms.

Both are essential in establishing patterns of adaptive
hierarchical control as a framework for engineering trusted
systems.
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