
       3.  System of Innovation (SOI)

   2.  Target System (and Component)  Life Cycle Domain System

 1. Target System 

LC Manager of 
Target System 

 

Learning & Knowledge 
Manager for LC Managers 

of Target System Life Cycle Manager of 
LC Managers

 
Learning & Knowledge 

Manager for Target 
Systems 

Target 
Environment

 
 

 

 

 (Substantially all the ISO15288 processes are included in all four Manager roles)
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   System 3: Electrical Power System of Innovation (SOI)

System 2: Electrical Power Life Cycle Domain System 

 System 1: 
Target System 

Electrical Power 
System

Electrical System 
Environment

Electrical Power Life Cycle 
Management System 

 (Electrical Power equivalents of ISO 15288 
processes, including Performance, Fault, 
Configuration, Accounting, and Security 

Management Processes)

Configured Models Repository,  
Describing Configured Instances of:

Learning & Knowledge Manager for 
Electrical Power Life Cycle Domain 

System

Pattern Repository, Describing 
Knowledge of Families of:

Life Cycle Manager of 
Electrical Power Life Cycle Domain System

 

 

 

 

Learning & Knowledge Manager for 
Target Systems (and Components)

 (substantially all ISO15288 processes)

Pattern Repository, 
Describing Knowledge of Families of:

Configured Models Repository,  
Describing Configured Instances of:

Manages
Life Cycle of

Observes 

Provides 
Knowledge to

Provides 
Knowledge to

Manages
Life Cycle of

Electrical Power 
Subsystem 

Observes 
Provides Observations to

Observes 

 

Provides Observations to

Manages
Life Cycle of

Observes 

 

Operating Environment

Electrical Load System

Energy Source 
Replenishment System

Energy Source

Business & 
Operating Plans & 

Policies

Regulatory 
Oversight 
Process

Rate Making 
Process

Operating Policy 
Making Process

Regulatory Policy 
Making Process

Facilities 
Characterization 

System

Supplier 
Characterization 

System

Electrical Power 
Subsystems

Electrical Power 
System

Electrical 
System 

Environment

Electrical Power Life 
Cycle Domain System
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Policy DB

Regulation DB

Electrical Power 
Subsystems

Electrical Power 
System

Electrical 
System 

Environment

Electrical Power Life 
Cycle Domain System

Engineering 
Textbook

Engineering 
Journal

IEEE

INCOSE

InfraGuard

Utility Engineer

System Scientist

Facilities Records 
Repository

Labor Union

Residential 
Customer

Commercial 
Customer

Service 
Assurance

Utility Business 
Office

Marketing
Safety, Quality 

Assurance

Electrical Power 
Utility Enterprise

Operations 
Control System

SCADA System

Diagnostic 
Service System

Capacity and 
Load Planning 

System

Smart Grid 
Reference Model 

Utility Researcher

Electrical Power 
Research Expert

Procedures & 
Practices DB

Regulator

Power Utility 
Investor

Utility Holding 
Company

Utility 
Management 
Consultant Academic 

Researcher

Equipment 
Designer

Transmission 
Maintenance

Generation 
Operations & 
Maintenance

Equipment Mfgr 
or Supplier

 Construction & 
Installation Role

Local Distribution 
Maintenance

Licensor

Real Time Energy 
Market Operator

Federal Energy 
Regulatory 

Commission 
(FERC)

State Public 
Service 

Commission
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Energy Tech 
Conference

Transmission 
System

Generation 
System 

Local 
Distribution 

System

Hydromechanical 
Energy Source

Chemical Energy 
Source

Fossil Fuel Energy 
Source

Solar Power Energy 
Source

Wind Power Energy 
Source

Biochemcal Energy 
Source

Atmosphere

Regional 
Community

Underground 
Storage

Nuclear Energy 
Source

Regional 
Resident
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Policy Evaluation 
Process

Infrastructure
System Operator

System 
Supervisor

Enterprise 
Management

Network Planner/
Architect

System Engineer

Outage Mgmt.

Security Mgmt.

Hostile 
Actor

Independent 
Service Operator 

(ISO)

Regional 
Transmission 
Organization 

(RTO)

HR Role

Process & 
Procedure 
Authoring

Best Practices 
Authoring

Business 
Planning Process

Customer 
Characterization 

System

Threat  
Characterization 

System

Engineering 
School

Electrician 
Training Program

Apprenticeship 
Program



System 2: Electrical Power Life Cycle Domain System 

System 1: 
Electrical Power System

Energy 
Conversion 

System
(Generation etc.)

Energy Source  Transmission 
System

Local 
Distribution 

System

Electrical 
Load System

Life Cycle 
Management 

Systems

Operating
Environment

Criticality

Load
Demand Profile

Capacity

Reliability
Efficiency

Losses Losses
Supply Profile

Monitored Status
and Requests

Management

Energy Source 
Replenishment 

System

Lost Energy
and Byproducts

 

Reliability Reliability

Hostile
Input

Oper Cost

Sourcing Cost

Hostile
Input

Hostile
Input

 

Recovered 
Energy

Lost 
Energy
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Human-
Directed 

Threat Source

Natural Threat 
Source  

Priority
PriorityPriority

Risk
Capacity

Risk
Criticality

Capacity

Risk
Criticality

Capacity

Reliability
Supply Schedule

Risk
Criticality

Reliability
Priority
Capacity

Risk
Criticality

Management 
Energy

Sourcing Cost
Capacity

Reliability
Supply Schedule

Risk
Criticality

Managed 
System State

Management 
System State



System 2: Application Life Cycle Domain System 

 

System 1: 
Critical Infrastructure System
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Information 
Technology 

Sector Element

Nuclear 
Reactors, 

Materials, Waste 
Sector Element 

Transportation 
Systems Sector 

Element

Water and 
Wastewater 

Systems Sector 
Element

Chemical Sector 
Element

Critical 
Manufacturing 
Sector Element 

Dams Sector 
Element

Emergency 
Services Sector 

Element

Commercial 
Facilities Sector 

Element

Communications 
Sector Element

Defense 
Industrial Base 
Sector Element 

Energy Sector 
Element

Financial 
Services Sector 

Element

Food and 
Agricultural 

Sector Element

Government 
Facilities Sector 

Element

Healthcare and 
Public Health 

Sector Element

 Subsystem

 

Emergent 
Parent System

Service 
Capacity 
Coupling

Confidence
Envelope

Capacity

Reliability
Efficiency

Supply Schedule

Operating Cost

Demand Schedule

Service 
Criticality 
Coupling

Service 
Reliability 
Coupling

Service 
Schedule 
Coupling

Threat Source

Served Entity

Operating 
Environment

Safety
Durability
First Cost

Capacity

Reliability
Efficiency

Supply Schedule

Operating Cost

Demand Schedule

Safety
Durability
First Cost

 

 

 

 

Confidence
Envelope

Risk
Criticality

Risk
Criticality  

 

Service

Confidence
Envelope

 

 

Confidence
Envelope

 

 

Demand Schedule
Criticality

Service 
Demand 
Coupling

 

 

Confidence
Envelope

 

Protected 
Entity

Threat

Criticality
Fragility

 

 

(Per DHS and PPD‐21)

MTS MDS

MTS SOU,
MDS

MTS SOU,
MDS

MTS SOA SOU,
MDS

SOU
MTS

Management 
System 
(MTS)

Managed 
System 
(MDS)

System of 
Users 
(SOU)

Management of:
• System Performance
• System Faults
• System Configuration
• System Security
• System Accounting

Embedded Intelligence (EI) Pattern 
of System Management

EI Hierarchy

SOA

SOA

SOA

System of 
Access
(SOA)

 

 

 

Managed 
System State

Management 
System State


