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SERC - Systems Engineering Research Center
* In 2008, DoD competitive request for a University Affiliated Research Center (UARC) on systems engineering

= Stevens Institute of Technology led a team that brings together much of the best systems engineering research talent in the

nation to form a stable and enduring collaboration to the benefit of the DoD, Stevens was awarded the SERC Sept. 2008

* Vested through a 5-year renewable task order based IDIQ contract (current 2018-2023); Renewal for the next 5 years

currently underway.

AIRC - Acquisition Innovation Research Center

* A new center under the existing SERC UARC, added on September 30, 2020
= Statutory directive from Congress in the 2020 National Defense Authorization Act (NDAA).
* Expands SERC focus to all of acquisition

—Systems engineering is one of many critical functions and disciplines within acquisition

SERC/AIRC is unique among UARCs
* Only UARC funded at the DoD OSD level: USD(R&E)
* Reach to a collaborative network of 22+ universities — A National Network versus a Large University

= Address all government acquisition and systems engineering: education, research, and practice
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Mission Engineering/Portfolio Based Analysis

SERC Technical
MISSION ENGINEERING

DIGITAL HUMAN CAPITAL Pl R
TRUST IN SYSTEMS AND an koadmaps
SySTEM OF SysTems || TRANSFORMATION DEVELOPMENT p

VELOCITY
Developing and sustaining capabilities that support emergent and evolving mission
objectives (deter and defeat emergent and evolving adversarial threats and exploit
opportunities, affordably and with increased efficiency)

SECURITY

Designing and sustaining the demonstrable ability to safeguard critical technologies and
mission capabilities in the face of dynamic (cyber) adversaries

Al & AUTONOMY

Developing and supporting system engineering MPTs to understand, exploit and
accelerate the use of Al and autonomy in critical capabilities

Digital Engineering/Semantic Interoperability — Domain Disciplines
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@ Global Scan of Most Advanced and Holistic DE

| 2013

Concept of Operation for SE Transformation demonstrates new Operational Paradigm
@ Skyzer demos Digital Signoff in Model to Transform CDRLs

Skyzer links MBSE Cost Model to "Full Stack” @
1st Ontology Workforce Development using lolF @
Spacer replicates “Full Stack” Pattern using NAVSEM

| 2015 | | 2017 | | 2019 | | 2021 | | 2023

DEVCOM Demos lolF on Army Network

DE Workshop for Workforce Development
showing “Big Picture of DE” Delivered to USSF

lolF Demos “Full Stack” of models linking Mission
and System to Physics-based models

ﬁ Interoperability and Integration Framework (lolF) 1 Demo
ﬁ Skyzer Modeled Everything in "Full Stack” Demonstrate Art-of-the-Possible using NAVSEM

ﬁ Vision of DE Environment and Authoritative Source of Truth derived from Global Scan



10 YEARS AGO: LEADERS WERE EMBRACING
SYSTEMS

ENGINEERING NAIRC isnomonmen CHANGE AND ADAPTING TO USE DIGITAL
STRATEGIES FASTER THAN OTHERS

@ 2013: Global Scan of Most Advanced and Holistic DE

1. Enabling digital technologies are changing how
companies are doing business using model-centric
engineering (now Digital Engineering)

2. They use model-centric environments for customer
engagements, and also for design engineering analysis
and review sessions

3. Use commercial technologies and have developed a
significant amount of
Infrastructure on their own

4. We heard about mission-level simulations that are
being integrated with system simulations, digital assets
& products providing a new world of services
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@ 2016: Skyzer Modeled Everything in "Full Stack” Demonstrate Art-of-the-Possible using NAVSEM
2017: DEVCOM Demos lolF on Army Network @
2023: Spacer replicates “Full Stack” Pattern using NAVSEM@

bt [oEvcom

(us.arnv )}

Armaments Missions Spacer: FireSat



SYSTEMS RESEARCH AND SURROGATE
ENGINEERING RESEARCH CENTER EXPER'MENT CONTRIBUTES BROADLY TO

NAVAIR SET FUNCTIONAL AREAS

ACQUISITION INNOVATION

r SET Research \ Workforce & Integrated Modeling Process & Policy, Contract & SET Enterprise
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NAVAIR Public Release 2018-194. Distribution Statement A — “Approved for public release; distribution is unlimited”



i SYSTEMS AIRC o Surrogate Pilot Scenario:
T esconcn cenren UAS Search/Rescue Mission

: : RESERRCH CENTER
@ Concept of Operation for SE Transformation demonstrates new Operational Paradigm

Deep Dives by Phases

Performance constraints force

Graphical CONOPS Multi-physics Design considerations

Scenario: Search &
Rescue

Conform to Navy

S e standard Systems
£ Engineering process
i model

becision ———p———  BCTIVITY

Lo

ROLE B SYsTem

P3: Cost Modeling ROLE A
Doing Everything in Models to Demonstrate Art-of-the-Possible

NAVAIR Public Release 2019-443. Distribution Statement A — “Approved for public release; distribution is unlimited”
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SYSTEMS AlRC UTON MOTON SKYZER DEMONSTRATES MODELING AT

" | |
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2023: Spacer replicates “Full Stack” Pattern using NAVSEM@

Model’s Setup and Compliance with NAVSEM

. Process Steps shown in DocGen Output in OpenMBEE
= USlng NAVSEM, models can be MagicDraw Containment Tree View Editor web-app

setup and organized more &z

RESEARCH CENTER

NAVSEM process steps

> If information is missing from an
element within the outline, then
this tells us model information is
missing and thus not yet fully L0 Finakze REP Inputs
compliant with NAVSEM * Spacer MISSIon Model shown for example

» Spacer Mission Model covers Steps | and 2 in NAVSEM

January 27, 2024 13

B 2.2 System and Operational Context
» [ 2.3 Causal Analysis
» [ 2.4 Operational Requirements
» [ 2.5 Operational Use Cases

Ik 2.6 To-be Domain Architecture

I 2.7 Measures of Effectiveness
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“FULL STACK” OF SKYZER MODELS
ENABLES ACQUISITION ANALYSIS

Skyzer links MBSE Cost Model to "Full STCICk"@

Reference models characterize reusable information and process

Hlieslon) Sens Usfioa 2] 1Ellertis ' NAVSEM | | Airworthiness | |  CBT&E/ Cyber
I S : 8 g Model Model ' | MBTD Model | Model
. Mission Reference Models [ et T B RS !
. Reference NAVSEM / Reliability and Cost More
o |§/|_(_)_d_(?|_$ ______ : Compliant ' Maintainability i Model ]
S , “Full Stack” ettt Saiateinteieieietietintuietaiati '
! System |
! y : Skyzer Stakeholder Analysis Models
! Reference X
| Models | Mission Instance of Criteria focused on Capability-based
Project Model CBT&E / MBTD Test & Evaluation (CBT&E) and
Usag; Mcidel ission- Desij BTD
L&R S Skyzer :
" dyls System Instance of Criteria needed and evidence provided
oce Model Airworthiness Model | for getting a flight clearance
t 3
Contractor !
RFP Response Instance of Cost Modeling approach based on
Model Cost Model using MBSE artifacts
Avianics

M Airframﬁ

Landing-Gear
Subsystem Model

How to model to develop Authoritative Source of Truth
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Skyzer demos Digital Signoff in Model to Transform CDRLs
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ully Implemented
ital Engineering
@111111"-

1. Richer degree of
semantics, automation

Goal 1:
Model Use 0 N _
for Decision = 2. Adopt semantic
Making e 02 - S o\ E technologies & tools
cf:* O 2 9 3. Formalize information
% : related to domain &
| R <K : disciplinary ontology
Goal 2: & J 4. Create interoperability
Authoritative across domains &
Source of disciplines

Truth
5. Automated reasoning to
support decision making

Goal 3: ; 6. Continue to do this across
Tech the product lifecycles

Innovation

Goal 4:

Collaborative
Environment DE workforce

SERC Capability Maturity and culture

Transitioned




SYSTEMS R INTEROPERABILITY AND INTEGRATION
ENGINEERING FRAMEWORK (l0IF) USING SEMANTIC

WEB TECHNOLOGIES
@ lolIF Demos “Full Stack” of models linking Mission and System to Physics-based models

Objectives
Mission Model Goals [1..1] SysML| Measures of Effectiveness
Measures of Performance

Key Performance Params
Onperational Properties
—____ Notional Digital Thread

with Visualization

Tool Proxy Flow:
lolF Service or
Direct (e.g., REST)

.

.
L 3
e®

Models Si Ia‘tiorr/‘Aﬁ;Iysis Vispalization [0..*]

Types ’i T Workflow + | Visualization

- 6DOF — - Service + - or Control

- FEA H B Ontologies « B B - Dashboard

- CFD t o PO - Graphical

- CAD s i CONOPs

: ?B/IeD(')A\rr?etry B '- ESystem/?ubsystem/AnaIysis : AR/\_/R

- Exterior = & Mission Model [1..1] ¥ - Decision

2riC C— $ Framework

Ballistics - : - DT Impact

- PLM/DBMS 1 "Intermediate’ " - Operational

- Etc. i parameters and Simulation

e SysmL et e

. Provided

B Required : Value Property (parameter)
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AIRC oo loIF WORKFLOW COORDINATES
SIMULATIONS AND VISUALIZATIONS

DEVCOM Demos lolF on Army Network @

loIF Workflows coordinate simulations for different roles for different subject matter experts and for different
Analysis Types (called instances)

DEVCOM successfully demonstrated to other Army Sponsors an Armaments Case Study and Workflow on Army
computers and networks %

System model Ro | e:

E;]e; 2 Geometry Models Crec_”(j Ea_taﬁhuctures tm;;n;tr%c;%;;n J\. T k[:| d 1 Sys’rems
eometry .‘ creo @ _m;ﬂ.*_.'rgf s / e €amwor ou Engineer
Modeler el /
Populated Mass / Dimensional Data A & IPT Le(]d

Error Adjustment

/
/
/
/
RO I e - Dimensions, fire angle, error parameters IolF E
Operator 3 ﬁ = : 5
Aiming - —— E/V///////// Recuremerts D
XY Error corrections, Angle Corrections ﬂ 4 Analysis Results Visualization Dashboard R o I e:
ROIG: Fire Simulation Catapult/ Mission Farameters / ko) ' E D a S h 5 Teq m
X ' pyploty Trade space

Updated Requirement /
Design Parameters

Ballistics 4 ‘\ N N

Simulation Analysis
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DE Enterprise Transformation

Enterprise DE Benefits Mission
Model and Metrics Engineering

DE Competency DE Education/
Framework (DECF) Bootcamp

OUTLINE
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APPLICATIONS OF DE
SYSTEMS ’
ENGINEERING NAIRC oo DIGITAL TRANSFORMATION &
WORKFORCE RESEARCH

| 2017 | 2018 | 2019 | 2020 | 2021 | 2022 | 2023 | 2024 |

ﬁ Global Scan: Systems Engineering research & workforce development needs

ﬁ DoD Scan: what does gov’t acquisition look like after DE has matured?

ﬁ The SERC MBSE Benchmark Survey: Measuring the benefits of MBSE & DE
t First Digital Engineering Measurement Framework
t Digital Engineering Competency Framework
Digital Engineering Simulation integrated into DAU Trqiningﬁ
Looking forward: comprehensive MBSE/DE Pain Points identified, SE Modernization Roadmap ﬁ

MBSE/DE benefits & measures lead to DE Adoption Model ﬁ

Agile in Hardware-Intensive Systems Acquisition Center for Enablement | |

AIRC | SERC 20



° ; N SYSTEMS ACQUISITION INNOVATION FUTURE DOD DIGITAL

'}:':' ENGINEERING RESEARCH CENTER
INFORMATION EXCHANGE
Presented at INCOSE IS 2017

@ & & RESERRCH CENTER

Change the nature of AoAs

@ 2018: DoD Scan: what does gov'’t
acquisition look like after DE has matured?

Change how

SE in the Cloud

w r System
e curate X
Size
data and
Communication (/T; AR
,~
models e /
Safety includes
: » " Digital "\~ JA
i ¢ Security , S ‘ Program / \“ '
neeReng < 7 Reliability . initial History //’ "\ /,«—""' i
System \ from % source of / i . } \‘ long-term \
Complexity 4 p \
inter- Authoritative . = % \ use of the
- Constituent Digital \ /
/ dependent Source of Truth ( Thread \ /

leads to Systems » \ / P4 .\
inability ( Central Data containing 4 \ / ; \

to sustain Reposhory j g,i_\f pr s':'! \

esent
= containing — A_»(/ Digital ng ) managing the
Common Data Twin / / \
< Baselines & — used /
Standards by — /[ providing
[/ immediate

‘/' knowledge of

4
Configuration P A make
EEPNED
of

to produce the @i Data & /1o reduce
Change 4 w ( Model - / L..m.‘.’:a.r,' ;
/Domaln . \ . \ [ / cfonro |
Regs o e 8 \ /e Improve
using Data o
Innovation

Federated
Data Set

_feeda ¥

process
& Agility

Central Data
Storage

NG / Cloud
N Server

~/" Ontology
& Data
Standards £

Digital
Collaboration

Contractor
owned

the Desktop
when needed

o

Computing
System

Change what
Systems
Engineers do

Change
Acquisition/Supplier
relationships

AIRC | SERC



So...How Do We Enable Improved Acquisition with DE?

Looking forward: comprehensive MBSE/DE Pain Points identified, SE Modernization Roadmap l

Leverage SW Modernization as an exemplar Requires Ontologies to build
— responsive to changing stakeholder needs common understanding

Agile Mindset Model-Based Data Centric

Exemplar Reference
implementations will
provide templates to help

Iterative Approach with
data and models

across the lifecycle
programs get started

- a continuous “Knowledge needs to
iterative process be liberated from the

Revised Acqwsmon
- seamless & efficient artifacts”

Mental-model
transfer of data and Dr. Steve Jenkins
models JPL/NASA (Retired)
2023: Agile in Hardware-Intensive Systems Acquisition Center for Enablement ﬁ

Distribution Statement A. Approved for public release. Distribution is unlimited. Cases # 23-S-2511 22




g I\\lfe fu E EERIYI\II g AlRC ACQUISITION INNOVATION WHAT DOES AN AGILE MINDSET MEAN
TO SE AND DE MODERNIZATION?

RESERRCH CENTER

RESEARCH CENTER

2023: Agile in Hardware-Intensive Systems Acquisition Center for Enablement @

Milestone Completion is
Buying Down Risk, not
Measuring Progress

3. Avoid “Single-  Eliminate Stovepiped

1. Intentionality
Batch” Mindset Acquisition Stages

in Design:
2. Shift Operational

Initial

ThOUghTfUI Leqrning Lef‘l‘ miic:iﬁed gg):;c:btiilacol
Decomposition
and Partitioning ontEnd New Capability Delivery Cycle Time: 9 - 26 yrs Improve
ront-En
PPBE & qQuisiti major programs roduction
o Investment JCIDS Appropr'otionlon[ B cograms) P L w Ffloov; froE ]
MOSA Precedes . arfighter Nee
in Test - C05 - 2yrs 3 -
Partitioning <1 3 yrs >< S yrs >-20yrs > To Capability
: Front-End Refactor Work Mea.sure l.Jser
Control 1 /F’s Investment Steams 4. Deliver Working Satisfaction
and API’s i Infrastruct Like R&M
In Intrastructure Software Frequently
Deploy Dedicated Embed Analytics
IT/Analytics Teams In the Product

AIRC | SERC 23



ENGINEERING AIRC oo Two NEw MENTAL MODELS
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SE Process Models

Human is the "?Iue" for data sharing 4 M
‘0« Digital Artifacts B

O

VG
Views
' A ' \ 0; :
C Q.
" o

PowerPoint

oo| ."\.\\
\\ _; 1| D -
— //,

Data wmodel as the Ng[ue,q for data sharing

Tool

T

o= X =
=

Digital Artifact- An artifact produced within, or generated from, the engineering ecosystem. These artifacts are generated

through transformation of data and models into views in order to visualize, communicate, and deliver data, information, 4’@

and knowledge to stakeholders. °6‘°' Decide
e

Analyze

The value of SE Modernization will be

realized in more seamless and efficient New SE lifecycle processes must evolve that

transfer of data and models from underlying address shared and authoritatively managed
performance drivers through models to sets of digital data and models associated

decisions, as well as ease of drilling back with the full lifecycle of the system itself, not
down from decisions to data. just a single acquisition program lifecycle.

AIRC | SERC 24



Notional View: Full SE

Modernization Life Cycle

Looking forward: comprehensive MBSE/DE Pain
Points identified, SE Modernization Roadmap l

Cyclic nature of modern SE

Still milestone-based
SE core principles in every Acq pathway

Flexible system life cycle entry points:
Learn-Build-Measure (MCA)

Build-Measure-Learn (Mid-Tier, SW, UON)
Measure-Learn-Build (Sustainment)

Continuous lterative Development processes (around

the circle)
Continuous Data Management and Transformation

processes (at the core)

Learn > Needs analysis & Planning

Build >

Measure > Test, Evaluation, Support

Implementation

Data & Models

Distribution Statement A. Approved for public release. Distribution is unlimited. Cases # 22-S-0026 & 23-S-1760
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' sysrems ANISU MBS AREAS OF NEAR-TERM BENEFIT
(BY AcQUISITION FUNCTION)

1. Life Cycle Logistics: ensuring that authoritative data and models and their use are included in the
product support strategy and made available to the logistics and supply domain

2. Engineering and Technical Management: developing the ASOT and associated Ecosystem

3. Program Management: planning and budgeting for data and models, selecting acquisition
pathways and defining appropriate DE model-based review processes, staffing the program office
with sufficient digitally skilled program office personnel

4. Test & Evaluation: V&V requirements and operational assessment with and of models, capturing
appropriate digital test artifacts

5. Business Financial Management/Cost Estimating: reflecting costs of and potential savings of DE in
the complete, executed lifecycle of a system

6. Contracting: incorporating data and model exchanges, and digital review processes into the
Statement of Work (SOW), defining data and model exchange and delivery requirements

7. Audit: ensuring appropriate management of program digital artifacts so curation is possible

26



SYSTEMS AIRC ACQUISTION INNOVATION TOP-CITED MEASUREMENT
ENGINEERING RESEARCH CENTER AR EAS: S U RVEY R ES U LTS
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@ 2020: The SERC MBSE Benchmark Survey: Measuring the benefits of MBSE & DE

. . , _ 2021: Digital Engineering [Measurement Framework
Survey v. Lit review benefit occurrence inYWercentage
12.00%
10.00% .
‘Practlcal Software and Systems Measurement
2.00% (PSM) Digital Engineering
Measurement Framework
6.00%
Version 1.0c
4.00% June 21, 2022
2.00%
0.00% I l lI IIIIIII.III.I.I.I.III I Developed and Published by Members of:
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: The SERC MBSE Benchmark Survey: Measuring the benefits of MBSE & DE

2023: MBSE/DE benefits & measures
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* SYSTEMS TN OO DIGITAL ENGINEERING COMPETENCY
** ENGINEERING AIRC RESEARCH CENTER ) FRAMEWORK (DECF)

RESERRCH CENTER

o900 Qoo
Ly ]
e 0,

$1  Data Engineering (1 Data Governance

DIGITAL Q2 Data Management

ENTERPRISE

ENVIRONMENT 52| Mot St |3 Mot
C4 |Simulation

CS | Artificial Intelligence/Machine Learning
C6 |Data Visualization

G2 MODELING AND SIMULATION

(7 (Data Analytics
SYSTEMS MOIA):%)ING G3 DIGITAL ENGINEERING AND ANALYSIS
OFTWARE Digi ems i iaital Architecti
: LY ¥ B (G Donlearmnoii

€10 | Digital Validation and Verification
C1 | Mode-Based Systems Engineering Processes

DIGITAL [ C12 | Digital Model-Based Revi

S4 | Engineering Management Digita eviews
ENGINEERING Sl 5 [y | — —
AND ANALYSIS C4 | Organizational Development

C15 | Digital Engineering Policy and Guidance
(16 | Configuration Management

G4 SYSTEMS SOFTWARE

FOUNDATIONAL DIGITAL COMPETENCIES

ylomawni4 Adusjadwor) Buiissuibug [pubIq :lzozl

S5 | Systems Software C17 | Software Construction

A Dighal Literncy (18| Software Engineering

F2 Digital Engineering Value Proposition

F3 DoD Policy/Guidance G5 DIGITAL ENTERPRISE ENVIRONMENT

F4 Coaching and Mentoring 6 DigiFal Enterprise (19 | Digital Environment

s Decsion Making Environment Development = z:velo::::

Fé Software Literacy S7 IE)igital Enterprise o Corr:gmiations

nvironment Management el Thue
(22 | Planning

tif E:D cetency Tde 58 | Digital Enterprise Environment | (23 | Digital Environment Operations

« Competency X L
F# - Foundational Competency Tide Operations mnd Seppest (24| Digtal Environment Support
G# - Competency Growp 9 | Digital Enterprise C25 | Digital Environment Security
$# - Conpatency Sbgrp Environment Security AIRC | SERC 29
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2023: Digital Engineering Simulation integrated into DAU ’rraining@

DRAFT
BULL DOG UNMANNED GROUND VEHICLE

(UGV) SYSTEM — ACAT I . rauw
‘ O u rS e S SYSTEMS ENGINEERING PLAN P « I3 : -
VERSION 3.5 .

*SysML - — . e
*MBSE : 2

SUPPORTING MILESTONE A

[]
] AND
I l V I ro I l I I I e I l TECHNOLOGY MATURATION AND RISK - —

REDUCTION

NOVEMBER 7, 20XX
L] -k g by
- D E T h n Ica | (Adapted for Academic Purposes) - o
e C L

"enes: | Design, Performancs, Cost Mode!

Processes —
-DE Management |
Processes

*Capstone

Virtual Workspace Video Instruction

Source: Dave Pearson, Presentation at DMM Industry
Association Consortium Kickoff, Nov 2023.
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SYSTEMS
ENGINEERING
RESEARCH CENTER

1.Who we are

2.10 Years of DE
Research,
Experimentation,
& Demonstration

January 27, 2024

ACQUISITION INNOVATION
RESEARCH CENTER

Digital Enterprise Transformation

DE Enterprise Transformation

Model-Centric Engineering

DE as the
Enabler

Al4SE and
SE4AI

Trust in
Systems

Agile in HW-
intensive
Systems

OUTLINE
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SYSTEMS SECURE CYBER-RESILIENT
FeSchner cenen AIRC ENGINEERING (SCRE)

RESERRCH CENTER

I 2014 I 2015 I 2016 I 2017 I 2018 I 2019 I 2020 I 2021 I 2022 | 2023 |

ﬁEquy (2010) Model-based System Security Engineering Roadmap

i | Initial effectiveness demonstrations of “Mission-Aware” security

ﬁEngineering workforce framework for cyber resilience education published
Army “Silverfish” MBSE surrogate pilot model for cyber resilienceﬁ

Standard methodology for MBSE-based cyber resilience design and test publishedﬁ

Measuring Operational Resilience - Evaluation of cyber resilience modeling methods on DoD program | |

AIRC | SERC 32
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RESERRCH CENTER

Approach: Resilience and Assurance Methodologies - Full System Life Cycle

- Need rigorous methods and tools
usable in all stages of the SE

effectiveness

process
- From Mission Engineering to |
Developmental & Operational Test 0% of

. Earlier focus on loss causation
and resilience

- Later focus on risk management
and assurance

Y

. Continuous evaluation of o T >o - ——
assurance-related quality o cmn—
attributes o s ——

O Fault & AltaCk Trees -
O >

ﬁEquy (2010) Model-based System Security Engineering Roadmap

AIRC | SERC 33



gI\IYG'IJIB\lEEERIYl\Ilg AIRC ACQUISITION INNOVATION I?)i-ll\-]-;-réls IEII—_ BAS E D R ES I LI E N C E

RESERRCH CENTER

RESEARCH CENTER

- A Resilience Mode is a distinct and separate method of operation of
a component, device, or system based upon a diverse redundancy
or other design pattern.

- A Sentinel is a pattern responsible for monitoring and
reconfiguration of a system using available Resilience Modes. The
Sentinel functions are expected to be far more secure than the

system being addressed for resilience. P
Internal Reconfiguration Controls
Controls l
Outputs System to be Sentinel Providing
- - - . Protected —— I_ - _I_ > System-Aware
+ Resilience Modes nterna Security
| Measurements

Most Highly Secured
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svsTEMS SOME APPLICATIONS OF
aRl  AIRC - SENTINELS — EARLY WORK

RESERRCH CENTER
@20] 5: Initial effectiveness demonstrations of “Mission-Aware” security

Ship Control 3D Printers
(Northrop Grumman)

Human Factors Experiments
(NIST) (Air Force)

- LU ; ,
Networked Munitions Cars Industrial Control Sytems
(Army) (VA State Police) (Mission Secure Inc)
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SYSTEMS | ACQUISITION INNOVATION Secure Cyber-Resilient Engineering
(SCRE) MBSE Metamodel & Process
SEREEE |:| System Operator

package Overview [ | &) SCRE - Meta Model ]J
|
|
| c

| - = A | SCRE Modeling Tasks: 5-step process
= satisfy satisfy | Acti—|vity Terminology | [] System Test |
| 1A - Identify Operational Use Cases for
|
|
|
|
|
|

e A Ao AT R N A e S Al O A T A A A N I s o A Al A A A N e T e A Nl A A ao s Ve A s i e A R NS Eg

Use Case EELI Responsible Team
[] systems Engineering

performs

elaborated by .

Test Support - SCRE

MEElEn Rpoelhy Communication focus (Problem Framing).
connects to [Requirementl inputs / outputs derive <<TREE-based Template>>
1B — Define Activity Diagrams (Block, Connector,
e | satisfy satisfy elicits Eoamant " Signal) to realize Communication Use Cases
flow s over
«._ - - Y Y - - RN | v 1C — Define Control Structure (Control Action,
[RAAMLProfie T T T T T T T T T T T T T T T T WSS e = T Feedback) to support Communication Use Cases
https://www.omg.org/spec/RAAML/ =
| I Control Action I l Feed Back I |
l —— satisfy satisfy I 2 — Perform Hazard Analysis (Loss, Hazard,
Is variation o

: : Hazardous Action) for Communication Control
| | . 0
| | 3 — Identify Loss Scenarios for Control Structure &
e ) I I Risk Assessment
|Structured Assurance Case Profile = z | prevention justified by |

3 ssurance Case . oo . 0
| hites:/Awww.omg.org/spec/SACM | F | 4 — Define Shadow Resilience Architecture (Sentinel
/S_CR_E_Pr_:I ___________________________________________________ I B N Scenario, Resilience Pattern, SCRE Requirements) for
| oflle . ‘ . ) °
| i proeotedby| | _reconfigurss using | Loss Scenarios to be ‘protected against’. Define

<O | . [ 7

| e | Assurance Cases for Loss Scenarios to be ‘prevented’.
| Resilience Pattern
| | sentinel Scenario | | - : 5 — Define Shadow Resilience Test & Evaluation (Test
! — |Test Support Sce"a"°l7 | Support Scenarios) to verify SCRE Requirements
| <> N
| Sentinel - SCRE emulated by :
|
\

Standard methodology for MBSE-based cyber resilience design and test published 36
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SYSTEMS
ENGINEERING AIRC g DERIVED CPS SECURITY
EDUCATION THEMES

* Computer Architecture
* Operating Systems
* Discrete Structures

Adapted from: National Academies: A
215" Century Cyber Physical Education
(2016)

Foundations * Data structures

* Algorithms & Programming
* Security & Privacy Concepts

* Computer Security

* Network Security

* Networks & Network Protocols

* Cryptography

* Distributed Systems & Computing
* Cyberphysical Systems

Surveyed Course
Themes

Principles &
Concepts

* System, HW & SW Security

* Information Security & Assurance
* Cybersecurity & Society

* Exploitation & Attack Tools
*Cyber Defense

Adapted from: SEl Software Assurance
Competency Model (201 3)

* Systems Engineering

ﬁEngineering workforce framework for cyber resilience education published AIRC | SERC



AL = AIRC smommonor SUPPORT FOR DAU
REsERRen cEnTER COMPETENCIES IN SCRE

' Cyber Resiliency Course Details

e Level 1 Cyber Resiliency Foundational Course (1 Day ILT)

» The course introduces the concept of Mission Resiliency and Survivability. It provides an approach to addressing Cyber
Survivability KPPs (Prevent, Mitigate, Recover) and the Cyber Survivability Attributes (10)

 Students will dive into the CSRM Methodology and loss based engineering (full process).
« Students will map the CSAs to applicable security disciplines (ie. AT, CyEng, RMF, SW Assr, HW Assr)
« Students will analyze applicable Cyber Attacks and Cyber defensive techniques

» Course may leverage AF SSE Practitioners Course an guidebook, DAU Operational Resiliency Workshop, STPA SEC,
MITRE Resiliency Framework, MITRE ATT&CK, MITRE DEFENSE, NIST Cyber Resiliency Techniques, and the MITRE
OSD Principles for Trustworthiness, AJs Loss Based Engineering Approach, Cyber Incident Response.

« Example Scenario of a Loss based system (Silverfish, UAV, Ship, Car, etc..)

* Level 2 Cyber Resiliency Practitioner Course (2.5 Day ILT)
« The course provides training on Modeling Mission Resiliency in a SysML model.
« STPA SEC, Mission Awareness, Modeling Trust, Model the Principles of Trustworthiness
« Course may leverage AF Cyber Model, the UAV SERC Mission Aware Model

+ Students will work in a distributed Cameo or Vitech Genesis model of a real system to incorporate Cyber Resiliency
techniques and TTPs.

» Students will present a capstone model of a resilient system

www.DAU.edu
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| 2014

ENGINEERING AIRC oo Al4SE, SE4AI

RESERRCH CENTER

First SERC Al & Autonomy Research Roadmap

First SERC/Army SE4AI/AI4SE Workshop & & &
Research test bed for MBSE of Human-Machine teaming delivered@
DE practices for T&E of Al enabled sys’rems@

Agile in Hardware-Intensive Systems Acquisition Center for Enablement @
SERC/Army SE4AIl/AI4SE student grand challenge @

Test beds for evaluation of Al systems in DOT&E@

2015 | 2016 | 2017 | 2018 | 2019 | 2020 | 2021 | 2022 | 2023 | 2024
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William F. Lawless - Ranjeev Mittu -
Donald A. Sofge - Thomas Shortell -
Thomas A. McDermott Editors

Systems
Engineering
and Artificial
Intelligence

O\ Qi
21 Springer

SYSTEMS
ENGINEERING

RESERRCH CENTER

This Issue’s Feature:

Al AND SYSTEMS
ENGINEERING

INCOSE

-
SNRIEME - us.ARMY ) [Evcom

AI4SE & SE4AI

Submit Abstract Visit the Website

https://sercuarc.org/event/aidse-sedai-workshop-2023

SEPTEMBER

27 - 28
2023

sssssssssss SHINGTON UNIVERSITY

21211 St NW, Washington, DC 20052

2019: SERC Al &
AIRC e AUTONOMY ROADMAP

Lifecycle
Al Flexibility Adaptation &
. Standards
Adversarial of Trust Al Resilience Trust

Cognitive Uncertainty  aiacks
Bias Quantification

Explain- Human-Machine

Adaptive Mission

|  Transparency .. Modelin _ ) - Co-learnin
Accessibility y Al fMLg Simulation/Traipig g
' T&E iti
e at Scale Cognitive
Al/ML Risk to | Continuum Ass%stants ¥
Technology 1  Calibrating Mission ML Agents Digital-Twin
g Y
Evoluti Team Al Risk : : Human/Al
volution \ : Trust In Design. Automation T Testbed
\ Situational AnalySis Automated Model eam lestbeds
Al System Awareness Building/Checking . Adaptation
Architecting Assurance Information 2 Trust
\ Presentation rus
Models -
Automated Composability ECo.gn\twle
\ . Evidence ngineering
i Conversational Safety &
Automation &\ Data Entry Patters & securiy4 £yaiuaton
Human-Machine \ At e Archetypes Robust &
i \ utomate — ]
Teaming N Search Data & Model Human- Predictable
\ Machine
Al System Team-design
N Design Absa(ra;gigns
Augmented N o Interdisciplinary 8 Tools
Engineering « Data Collection Ontological Transparent
~ ECurat\on Modeling
SERC Capability Maturity ~ Data
N o . : Infrastructures
@ Transitioned Digital N~ - Engineering |
@ Transition Needed Engineering S~ o SW Construction
~ - & Engineering C S
QO Projects Underway T —— urrent State
Research Needed Workforce & Culture
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RESERRCH CENTER

SYSTEMS . SE4AI/AI4SE ANNUAL
' ENGINEERING AIRC RESEARCH CENTER WORKSHOP

‘*SYSTEMS

3 7N 3
: v SYSTEMS . )
% ENGNEERING us.ARMY B [ D:S,u!_lEUM i eneneerns  INCOSE

AI4SE & SE4AI AI4SE & SE4AI

RESEARCH AND APPLICATION WORKSHD\I" : VIRTUAL WORKSHOP

SEPTEMBER 27-28, 2023 3 \/ K

OCTOBER 11-12, 2023

September 27 - September 28

October 11 - October 12
, 800 22nd Street NW

Washington, D{; 20052

* Fourth annual workshop
* 72 Abstracts received, >50 total presenters
* Details for the 2024 annual workshop upcoming



RESERRCH CENTER

Objectives:
Reporting
Sample reports
Develop a prototype Analysis methods

. Exemplars
environment where we can:

1. Test Al model prototypes
to accelerate the transition
of research and methods

into T&E tools Education & Training
Learn by doing

2. Prototype policy, Supports walk through of
standards, metrics, and application of T&E

risk characterization program

methods

3. Accelerate education and
training of T&E

practitioners Use Case Approach

Multi-domain
Cross-walk frameworks
with application.

SYSTEMS ACQUISITION INNOVATION
ENGINEERING RESEARCH CENTER

Al T&E HARNESS

2024: Test beds for evaluation of Al systems in DOT&E @

Data
Repositories
Generative
Capabilities
Multi-Domain

Model Training
Pretrained models

Pre-loaded training
algorithms
Transfer learning

Test Tools & Metrics
Interactive Tools & Dashboards

New operational metrics
Tools for data selection,
augmentation



SYSTEMS AIRC ACQUISITION INNOVATION TRUSTED ARTIFICIAL INTELLIGENCE
RESEARCHCERTER SYSTEMS ENGINEERING CHALLENGE

ENGINEERING

RESERRCH CENTER

2024: SERC/Army SE4AI/AI4SE student grand chqllenge@

Teams engage in
= Assured design of Al and autonomy into notional system

= Risk-based monitoring and management of operational use of Al capabilities.

Semester-long Stages:
Explore performance of Al models over variety of operational scenarios

1.
2. Design of the decision system; human-machine teaming, resilience. e A :
Center . Bull Dog UGV

3. Operational simulation of mission scenarios.

Teams judged on quantitative performance & SE approaches used to —— , ,
design and operate the system. s s s s o = PR T EREE
& — s . et s ' :':".;j, ;'m T | omementan o
Open to all SERC universities + HBCUs and MSls S o 5 n 1
Prizes! Sponsored by DEVCOM ]
”M‘Tf | </uugocnvman -‘t .
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