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My Goals: Get You Involved

* Understand CIPR Application Domain
* Implement and Use CIPR Models
* Help Set Goals for INCOSE IW 2023

e |nvite for Collaboration and Review




Agenda

1. Introduction to CIPR Technical Projects

2. Current State of Projects and Future Goals

1. DHS SysML Model — Adebonojo
2. Resilient Hospital Model — Juhasz
3. COVID Last-Mile Supply — Sutton

3. Next Steps



CIPR Technical Projects Timeline

Held Workshop at INCOSE IW to Determine Projects (Jan 2021)
Assigned Roles and Responsibilities to CIPR Leadership (Feb 2021)
Dassault Systemes Provided Cameo for Modeling Effort (Mar — Apr 2021)
Mid-year Modeling Workshop (Aug 2022)

a ~ W D P

Version 1.0 of Models Now Available (to be posted to Yammer )



Recap of INCOSE IW In Jan 2021

(M) Adebonojo: DHS CI SysML Model (1)

(A) Eisenberg: Measures for How DHS is Changing
(M) Sutton: Semantic Models for Infrastructure Defense
(M) Mackey: Monitoring Nuclear Weapons

(A) Lykins: Resilient Hospital Reference Model (2)

(S) Delamare: INCOSE + ASME Standards Dev
(M) Sutton: Model of Immigration Policy

(M) Sutton: Modeling the Vaccine Distribution Last Mile (3)

OO (N OO HE W NI

(A) Sutton: Model of COVID-19 Response

10. (T) Eisenberg: CIPR Table-Top Exercises (TTX)
11. (T) Carpenter: (mini) EarthEx

12. (S) Weiss: Sensing & Data Security Standards

Key
M: Model

A: Analysis
S: Standard
T: Training
O: Other



Technical Projects Use MBSE

CIPR Technical Projects use Model-Based

System Engineering (MBSE)

« Cameo Teamwork Cloud Donated by
Dassault Systemes for CIPR Use

 Provides Tools and Systems for
Distributed Model Development and

Coordination across Teams

 Helps Coordinate Standards for Model

Development and Analysis
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Agenda

1. Introduction to CIPR Technical Projects

2. Current State of Projects and Future Goals

‘1. DHS SysML Model — Adebonojo ‘
2. Resilient Hospital Model — Juhasz
3. COVID Last-Mile Supply — Sutton

3. Next Steps




DHS SysML Model Project: Problem

16 Critical Infrastructure Sectors &
Corresponding Sector-Specific Agencies
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DHS SysML Model Project: Goals

» Goal 1: Inteqgrated Block Diagram of all 16 sectors

» Document Integrated Model down to level revealed in DHS Hosted Sector Specific Plans (SSPs)

» Types revealed in SSPs allow for further analysis (Types of “stadiums” as example facilitate risk identification and
interdependencies)

» Allow for changes when DHS publishes new additions/updates

—

Communications Healthcare and Public Health
Sector-Specific Plan

Sector-Specific Plan
An Annex to the NIPP 2013

May 2016

Homeland
8 Security -‘/K




DHS SysML Model Project: Goals

» Goal 1: Inteqgrated Block Diagram of all 16 sectors

» Document Integrated Model down to level revealed in DHS Hosted Sector Specific Plans (SSPs)

» Types revealed in SSPs allow for further analysis (Types of “stadiums” as example facilitate risk identification and

interdependencies)
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DHS SysML Model Project: Goals

» Goal 1: Inteqgrated Block Diagram of all 16 sectors

» Document Integrated Model down to level revealed in DHS Hosted Sector Specific Plans (SSPs)

» Types revealed in SSPs allow for further analysis (Types of “stadiums” as example facilitate risk identification and

erdependendes | CONNECT
Classes of Functions:

- Operate Core Network e Connect

» Goal 2: Sector Interdependencies * Provide Cable Access o
Network Services « Distribute

» Lifeline Functions already documented in SSPs « Provide Internet Based « Manage

Content, Information, and

Communication Services ’ Supply

» Goal 3: National Critical Functions (NCF) * Provide Internet Routing,
Access, and Connection
Services

* Provide Positioning,
Navigation, and Timing
Services

* Provide Radio Broadcast
Access Network Services

* Provide Satellite Access
Network Services

* Provide Wireless Access
Network Services

* Provide Wireline Access
Network Services

» Allow for changes when DHS publishes new additions/updates

» Sector interdependencies already documented as well




DHS SysML Model Project: Goals
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Goal 1: Integrated Block Diagram of all 16 sectors

» Document Integrated Model down to level revealed in DHS Hosted Sector Specific Plans (SSPs)

» Types revealed in SSPs allow for further analysis (Types of “stadiums” as example facilitate risk identification and
interdependencies)

» Allow for changes when DHS publishes new additions/updates

Goal 2: Sector Interdependencies

» Lifeline Functions already documented in SSPs
» Sector interdependencies already documented as well

Goal 3: National Critical Functions (NCF)

Goal 4: Publish Model Results with metadata to HTML Website




DHS SysML Model Project: Goals

» Goal 1: Integrated Block Diagram of all 16 sectors
» Document Integrated Model down to level revealed in DHS Hosted Sector Specific Plans (SSPs)
» Types revealed in SSPs allow for further analysis (Types of “stadiums” as example facilitate risk identification and
interdependencies)
» Allow for changes when DHS publishes new additions/updates
» Goal 2: Sector Interdependencies
» Lifeline Functions already documented in SSPs
» Sector interdependencies already documented as well
» Goal 3: National Critical Functions (NCF)

>

Goal 4: Publish Model Results with metadata to HTML Website




Sector Specific Agencies (SSAs) and SSPs

Federal Agencies (SSAS)
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«block»
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DHS SysML Model Project Goals

» Goal 1: Integrated Block Diagram of all 16 sectors
» Document Integrated Model down to level revealed in DHS Hosted Sector Specific Plans (SSPs)
» Types revealed in SSPs allow for further analysis (Types of “stadiums” as example facilitate risk identification and
interdependencies)
» Allow for changes when DHS publishes new additions/updates
» Goal 2: Sector Interdependencies
» Lifeline Functions already documented in SSPs
» Sector interdependencies already documented as well
» Goal 3: National Critical Functions (NCF)

>

Goal 4: Publish Model Results with metadata to HTML Website




Health Care Sector Dependency Matrix (Relations Only)

Definitions:

a) Lifeline Function:

This refers to the transportation, water, energy, and communications,

Whose reliable operations are so critical

that a disruption or loss of one of these functions will

directly affect the security and resilience of critical infrastructure

within and across numerous sectors. That is they are critical to all sectors

b) Dependency: refers to all other sectors that exhibit a dependency relationship
To another sector but is NOT a lifeline function by DHS definition
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DHS SysML Model Project Goals

» Goal 1: Integrated Block Diagram of all 16 sectors

» Document Integrated Model down to level revealed in DHS Hosted Sector Specific Plans (SSPs)

» Types revealed in SSPs allow for further analysis (Types of “stadiums” as example facilitate risk identification and
interdependencies)

» Allow for changes when DHS publishes new additions/updates

» Goal 2: Sector Interdependencies

» Lifeline Functions already documented in SSPs

» Sector interdependencies already documented as well

» Goal 3: National Critical Functions (NCF)

» Goal 4: Publish Model Results with metadata to HTML Website




National Critical Function Decomposition

Decomposition
S""’F“"“‘”m
Systems O O
O I\ b O Element

Decomposition

Functional

Assets &
Components

NCF sub-function/ > Intra-NCF dependecies ____x Intra-NCF dependecies

element across functional levels within a functional level

30 January 2022 WWW.INcose.org 19



National Critical Function Decomposition

1 | Operate Core Maintain and operate communications backbone Telecommunications S5P
Network infrastructure for voice, video, and data Commercial Facilities S5P

transmission that connects to users through
broadcasting, cable, satellite, wireless, and wireline
Aaccess networks

20
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Operate Core
Network

Maintain and operate communications backbone
infrastructure for voice, video, and data
transmission that connects to users through
broadcasting, cable, satellite, wireless, and wireline
Aaccess networks

Telecommunications S5P
Commercial Facilities S5P
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DHS SysML Model Project Goals

» Goal 1: Integrated Block Diagram of all 16 sectors

» Document Integrated Model down to level revealed in DHS Hosted Sector Specific Plans (SSPs)

» Types revealed in SSPs allow for further analysis (Types of “stadiums” as example facilitate risk identification and
interdependencies)

» Allow for changes when DHS publishes new additions/updates

» Goal 2: Sector Interdependencies

» Lifeline Functions already documented in SSPs
» Sector interdependencies already documented as well

» Goal 3: National Critical Functions (NCF)

|> Goal 4: Publish Model Results with metadata to HTML Website

Yammer Development in Progress....



Agenda

1. Introduction to CIPR Technical Projects

2. Current State of Projects and Future Goals

1. DHS SysML Model — Adebonojo
2. Resilient Hospital Model — Juhasz
3. COVID Last-Mile Supply — Sutton

3. Next Steps
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Project Support N

* Using Cameo Enterprise Architecture tool
— Thanks to Dassault Systemes

» Contributors:
—Modeling team

— Domain experts, including
¢ Charles (Chuck) Manto
¢ Mike Pafford
¢ James Terbush, MD MPH

— Additional domain experts as needed



Objective: Healthcare Resilience

WHAT are we building??

® Aproduct (Reference Model) intended to provide vital DECISION SUPPORT for hospitals to deal with threat
scenarios, thereby achieving new levels of “Resilience”...
(Cyber threats, Solar Flares — GMD, Electromagnetic - EMP, Physical, Pandemic, Complex Threats)

® INITIAL threat consideration is dealing with catastrophic power outage (widespread, long duration)
® Principal Focus is application of MBSE methods & tools to develop useful models of hospitals:

www.incose.org/iw2021/
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Objective: Healthcare Resilience

WHAT are we building??

® Aproduct (Reference Model) intended to provide vital DECISION SUPPORT for hospitals to deal with threat
scenarios, thereby achieving new levels of “Resilience”...
(Cyber threats, Solar Flares — GMD, Electromagnetic - EMP, Physical, Pandemic, Complex Threats)

® INITIAL threat consideration is dealing with catastrophic power outage (widespread, long duration)
® Principal Focus is application of MBSE methods & tools to develop useful models of hospitals:

WHY do we need this??

® Medical Facilities / Emergency - struggling with complexity of planning for various threat scenarios

® Systems Engineering & Model-based methods are seen as significant decision support means in:
® Planning for “Black Sky” events

® Executing plans during Black Sky conditions
® Continuous improvement toward greater resilience

www.incose.org/iw2021/ 26



Hospital Domain and Context Wi

We are in our first round of modeling
» Single hospital
* First, "Blue sky” (i.e., normal operations)

» Second, “Black sky” (catastrophic power loss)
— Hospital is in island mode
— Electrical power loss of unknown duration
e Too long for backup generators and fuel

How to prepare for and deal with this situation?



Overall Healthcare Domain

bdd [Package] Healthcare Domain As-Is [ Healthcare Domain As-Is CIPR ] )
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Generic Hospital Organization

hdd [Block] Hospital [ Hospital ])
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Hospital Context Diagram

ibd [Block] Healthcare Environment [ Hospital Context CIPR ] )
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Generic Hospital Organization

hdd [Block] Hospital [ Hospital ])
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Use Case Interactions

Model info | RHRM

/‘/Generalized model
Configure “myHospital”, updates,

’ Prolonged power outage
‘ Configured product so:

4 N\

]
Catastrophic event

Artifacts- general reports,
Query, update, Compliance documents
generate reports ‘

views

Emergency planners VIEWS

Regulatory agencies
Hospital administrator



Use Case Interactions
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Emergency Department: Structure

bdd [Package] Hospital Structure [ ED Domain 1 ]
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ED System - Patient inflow,
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data flow
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ED MOP - Dependence on Critical Services

ablocks
ED

Emergency Department

rolePrescribe Es_sprescrip‘tiun

roleDispense

Patient Resul,
Patient

ablocks
prescription Pharmacy
e leReceivePrezcriffigdication roleCompound
Medication
laboratory sblocks
Patient Tiszue, Laboratory
Patient Order
ED
E
Patient Result
radiology Department «blocks
Patient, Radiology Department
0 Patient Order




ED - MOE Patient Outflow
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Agenda

1. Introduction to CIPR Technical Projects

2. Current State of Projects and Future Goals

1. DHS SysML Model — Adebonojo
2. Resilient Hospital Model — Juhasz
‘3. COVID Last-Mile Supply — Sutton ‘

3. Next Steps
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Objective: Model Vaccination System

» Background

— Confusion and frustration over vaccine distribution and scheduling
of shots — Why is this so difficult?

 Goals
— Provide understanding of a process for distributing vaccines to
users
— ldentify improvements for the next time
* Plan

— SysML artifacts to define a process (use Maryland as basis)
— Simulation to show performance metrics
— Report results to WG and to local government decision makers

30 January 2022 WWW.INncose.org 39



COVID-19 Last Mile Context Diagram
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——
uc [Model] COVID-19 Project[ Use Case-Last Mile Vaccination Distribution ] )
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Example Sequence Diagram — Distribute Vaccine .
Doses

sd [Interaction] Distribute Vaccine Doses [ Distribute Vaccine Doses ] )

State Vaccine-to-Resident Delivery System

State of the US | Vaccine Provider | Vaccination Site

| |
I 1- Allockte Vaccine " i

|
|
:
|
< 2: Accept Allocation !
3: Ship Vaccine :
P |
4- Allocate to Site !
5. Accept Allocation
6: Ship Vaccine
P
7 Report Inventory
: <
< 8: Repgrt Inventory

<« 9: Request Additional Allocation

10: Ship Additional Vaccine

11: Ship Additional Vaccine >

=
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Links to Simulation: AnyLogic Model

A VDLM_Sim : Simulation - AnyLogic Personal Leaming Edition

Vaccine Inventory Levels

Georgia
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Vaccine Shot Totals

Pfizer Shots Administered 134,603
Pfizer Shots Short 2,825

Moderna Shots Administered 35,098
Moderna Shots Short 562

J&J Shots Administered 57,610
J&J Shots Short 187
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Agenda

1. Introduction to CIPR Technical Projects

2. Current State of Projects and Future Goals
1. DHS SysML Model — Adebonojo

2. Resilient Hospital Model — Juhasz
3. COVID Last-Mile Supply — Sutton

3. Next Steps

L4



Next Steps

* You Can Help!
— Join the CIPR WG Effort. Propose Models, Updates, Analyses...

« Disseminate and Share Models Broadly

— HTML to be posted to Yammer
— Regqular updates based on feedback

* Regular Meetings / Integration:
— Monthly CIPR WG Meetings
— Monthly MBSE Team Meetings
— Mid-year workshops
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CIPR WG Workshop + Contact

Join Zoom Meeting
https://incose-org.zoom.us/j/91326068478?pwd=SXpmdGVLV2NkVXdLUmRDakJXdk1qUT09

Meeting ID: 913 2606 8478
Passcode: 268927
Dial by your location

+1 669 900 6833 US (San Jose)

+1 253 215 8782 US (Tacoma)

+1 346 248 7799 US (Houston)

+1 301 715 8592 US (Washington DC)
+1 312 626 6799 US (Chicago)

+1 929 205 6099 US (New York)

877 853 5257 US Toll-free

888 475 4499 US Toll-free

30 January 2022

Contact Information:

Daniel Eisenberg, Ph.D.

Research Assistant Professor | Operations Research
Deputy Director | Center for Infrastructure Defense
Naval Postgraduate School
daniel.eisenberg@nps.edu

\Shsins

. TIA PER SCIEN
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https://incose-org.zoom.us/j/91326068478?pwd=SXpmdGVLV2NkVXdLUmRDakJXdk1qUT09

Backup Slides
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Can You Help?

* Interested Iin helping?
— Simulation
— Developing other artifacts
— Review and critique of artifacts

— Help to liaison with local officials (doesn’t
matter locality)
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Questions & Discussion 3



Methodology Used for Health Care Sector

Dependency Matrix

* Finished Taxonomy of all related sectors per SSP in model
— Modeled to lowest level in SSP Document

— Created multiple Dependency Matrix Starter Diagrams (Using SysML
Requirements Diagram type) and (6) related sectors/subsectors manually
to top level Health Care/Public Health Sector elements via analysis.

— Created Dependency Matrix in Cameo to produce what you see here —
Results based on manual analysis (See backup slides) but you can add
dependency relationships in model as they are discovered between
sectors.

— This work was done to illustrate the dependency matrix capabillity in the
tool.

— Done to show the ability to create such Dependency matrices across
sectors




Health Care/Public Health Sector Dependency Matrix

Criteria

Block, Package

Column Element Type:

Block, Package

Row Element Type:

unications Sector,Emergency Services Sector |

Column Scope:

{he

Row Scope: | Healthcare and Public Health Sector

Show Elements: | Al

Direction: |Both

Dependency

Dependency Criteria:
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Mapping Lean Startup Workshop Terminology
Stakeholder, Persona, Needs to MBSE

stakeholder

External entities
and actors

Operational Analysis _ Capture “as is” Scenario

Actor: CMO'’s Need minimal staffing System Requirement
Chief Medical Oﬁicer\ Functional and non functional
CMO CMO User Story Hned Hned

PFMS5 (persona) % —»| Operational use
roles/responsibilities > Predict level of staffing
Expertise provide saf y
- : ser story co
efiectiveservices Uniimndaall® _ _ _ _ _ CMO need: UC predict
level of staffing

....... |- .. Asiscurrentoperations = _  _
To be system

Define Capability:

transition
y

Extend Operational activity )

. System: RHRM
capability _ System
System Function:

Plot staffing need

| “To be” Scenario
analysis SD, STM
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| Marrative | |

U=e Case 1 — Register for Vaccine Revision 1.1

EXc

L - L - e -
4. Walkup Registration / Appointment

Reguirements

A. Functional 1. The System shall register Residents for the vaccine.

2. The System shall securely hold the Residents’
information and vaccine status.

3. The System shall allow Residents to make appointments
with a specific provider, on a specific date/time, and at a
specific location.

4. The System shall maintain an information base for all
Residents requesting appointments

B. Performance 1. The System shall provide access to registration within
o seconds for Residents who register via a “smart”
communications device.

2. The System shall provide access to registration within
¥y, seconds for Residents who register via telephone.

3. The System shall provide confirmation of an
appointment within XXX seconds.

4. TBD

C. MNon-Functional 1. The System shall protect the information it holds against
unauthorized disclosure 1AW HIPAA and TBD.

2. The System shall have an Availability of TBD.
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Example Activity Diagram: Request for Vaccin

Ilster for Vaccine [ Register for Vaccine ] )

«allocatex» «allocatex
Resident State Vaccine-to-Resident Delivery System
@5 )\ output input [ Accept |
i ) . Vacdne
2 J Request
L
output
input
' Determine |
} Resident
~ Elligibility
output
'—A?c—ept— input Oulput lssue s
‘ Denial J} ~ Denial |
" Accept | .eut Ut (lesue |
~ Approval ~ Approval
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Status

 Artifacts developed
— Context Diagram
— Use Case Diagram
— Use Case Narratives
— Activity Diagram
— Seguence Diagram
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